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Disclaimers

This content is provided for informational purposes only. It is not guidance and should not be relied upon as 
legal, business, assurance, investment, accounting, or tax advice. Further, this content speaks only as of the 
date indicated, and considering the velocity of change inherent with the subject matter it may not be complete 
or up to date.
A good portion of this presentation is developed based on assets that are developed, owned and/or licensed by 
KPMG, ISO, AICPA, and/or CPA Canada. All rights to names, logos, trademarks, and content are used under 
license, as appropriate. For additional third-party images and sources, best efforts have been made to provide 
suitable references.
Throughout this presentation, we have used examples based on our clients to illustrate concepts. We have 
taken care to preserve client anonymity by adjusting some of the details. Further, these examples are designed 
to illustrate concepts. They are not to be taken as an endorsement of how to go about providing such services. 
This is because every client situation is unique and carries with it wrinkles that may impact the analysis and 
direction of a solution. 
Please contact Eric Rae (erae@kpmg.ca) to discuss your situation directly.
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Preconditions for Assurance
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Precondition Explanation of Precondition

Suitable roles and 
responsibilities

There are various parties involved in an assurance engagement. Each fulfill various roles, some of which are incompatible with each other. The parties include:
• Engaging party
• Responsible party
• Measurer/evaluator
• Practitioner
• Intended users

Appropriate Underlying Subject 
Matter

The Underlying Subject Matter (USM) is the phenomenon that is measured or evaluated by applying the criteria. Examples including GHG emissions, fair labor 
practices, cyber security systems, reported workplace injuries, etc. An appropriate USM is identifiable when it is recognizable and able to be distinguished. Also 
consider the degree to which it is qualitative vs. quantitative, subjective vs. objective, and whether widely accepted definitions are available for the USM. An 
appropriate USM is capable of consistent measurement or evaluation.

Suitable Criteria

As per CSAE 3000, the characteristics of Suitable Criteria are:
• Relevance
• Completeness
• Reliability or measurability 
• Neutrality or objectivity
• Understandability

Criteria available to intended 
users

Will the criteria going to be made available to the intended users so that they can understand how the Subject Matter Information has been prepared and 
reported?

Able to obtain necessary 
evidence

It is necessary at the begin of an assurance opportunity to make a preliminary assessment as to whether you expect to obtain the sufficient appropriate evidence 
that is necessary to express an assurance opinion/conclusion. The sufficiency and appropriateness of such evidence relates to the quantity and quality, as well as 
relevance and reliability. 

Written report Determine whether the assurance opinion/conclusion will be expressed in a written report.

Rational purpose
Consider whether the assurance engagement has a rational purpose. In other words, determine whether the assurance engagement (and not another form of 
engagement liked agree-upon procedures) is an appropriate service to meet the client’s needs. Factors that may support existence of a rational purpose include: 
stakeholder interest, access to capital, and regulations. 
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Simplistic Model for Assurance
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• Internal Controls over Financial Reporting
• Information Security Management Systems ASSURANCE ON

INTERNAL 
CONTROLS

How it gets done

ASSURANCE ON 
QUANTITATIVE 
STATEMENTS

What it is

FU
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R
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H
IS

TO
R
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• Financial Statements
• GHG Emissions Reports
• OHS Metrics

• Random Number Generators
• Software Classification Systems Models (i.e. 

Medical Imagining, AML Suspect Transactions, etc)

• Continuous Audit
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Traditional Examples
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ASSURANCE ON WHETHER THE STATEMENT IS 
FREE OF MATERIAL MISSTATEMENT

• Preconditions of Assurance
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Traditional Examples (cont.)
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ASSURANCE ON DESIGN, IMPLEMENTATION, AND 
OPERATING EFFECTIVENESS OF INTENAL 
CONTROLS 

• Preconditions of Assurance
ASSURANCE ON

INTERNAL 
CONTROLS

How it gets done

ASSURANCE ON 
QUANTITATIVE 
STATEMENTS

What it is
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ASSURANCE ON WHETHER THE STATEMENT IS 
FREE OF MATERIAL MISSTATEMENT

• Preconditions of Assurance
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Traditional Examples (cont.)
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ASSURANCE ON DESIGN, IMPLEMENTATION, AND 
OPERATING EFFECTIVENESS OF INTENAL 
CONTROLS 

• Preconditions of Assurance
ASSURANCE ON

INTERNAL 
CONTROLS

How it gets done

ASSURANCE ON 
QUANTITATIVE 
STATEMENTS

What it is
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ASSURANCE ON WHETHER THE STATEMENT IS 
FREE OF MATERIAL MISSTATEMENT

• Preconditions of Assurance
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Human Examples
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ASSURANCE OF THE VALIDITY OF STATEMENTS 
MADE BY AN INDIVIDUAL

• Fact checking; Key Concerns: Subjectivity, 
Availability of information

ASSURANCE ON
INTERNAL 

CONTROLS
How it gets done

ASSURANCE ON 
QUANTITATIVE 
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Human Examples (cont.)
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ASSURANCE ON THE VALIDITY OF STATEMENTS 
AN INDIVIDUAL WILL MAKE IN THE FUTURE

• Key Concerns: Reliability, Consistency, Subjectivity, 
Measurability

ASSURANCE ON
INTERNAL 

CONTROLS
How it gets done

ASSURANCE ON 
QUANTITATIVE 
STATEMENTS

What it is
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Human Examples (cont.)
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ASSURANCE ON THE VALIDITY OF STATEMENTS 
AN INDIVIDUAL WILL MAKE IN THE FUTURE

• Key Concerns: Reliability, Consistency, Subjectivity, 
Measurability

ASSURANCE ON DESIGN, IMPLEMENTATION, AND 
OPERATING EFFECTIVENESS OF INTENAL 
CONTROLS 

• Enhanced Management Monitoring (i.e. dedicated 
assessors to following the individual around)

• Increased Transparency (i.e. near real time fact 
checking, requires for citing sources, etc.)

• Penalties for lying (i.e. financial fines, lost 
opportunities)

ASSURANCE ON
INTERNAL 

CONTROLS
How it gets done

ASSURANCE ON 
QUANTITATIVE 
STATEMENTS

What it is
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B
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AI/ML Examples
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ASSURANCE ON
INTERNAL 

CONTROLS
How it gets done
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What it is
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ASSURANCE OF THE VALIDITY OF RESULTS 
FROM AN ALGORITHM

• Fact checking; Key Concerns: Reliability, 
Subjectivity, Availability of information
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AI/ML Examples (cont.)
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ASSURANCE ON DESIGN, IMPLEMENTATION, AND 
OPERATING EFFECTIVENESS OF INTENAL 
CONTROLS 

• AI Governance and Management Monitoring
• ISO 42001, Responsible AI (RAI) Institute, NIST AI 

RMF
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AI/ML Examples (cont.)
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ASSURANCE OF THE VALIDITY OF RESULTS 
FROM AN ALGORITHM

• Fact checking; Key Concerns: Reliability, 
Subjectivity, Availability of information

ASSURANCE ON DESIGN, IMPLEMENTATION, AND 
OPERATING EFFECTIVENESS OF INTENAL 
CONTROLS 

• AI Governance and Management Monitoring
• ISO 42001, Responsible AI (RAI) Institute, NIST AI 

RMF
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AI/ML Examples (cont.)
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ASSURANCE OF THE VALIDITY OF RESULTS 
FROM AN ALGORITHM GOING FORWARD

• Key Concerns: Reliability, Consistency, Subjectivity, 
Measurability

Factors to consider regarding reliability:

Illustrative Examples Input Output

Random Number 
Generator

0..9
(Predictable / 

Predetermined)

One Random 
Number [0..9]
(contained)

X-Ray Classification 
Program

Formatted X-
Ray Images 
(consistent)

Classification 
against various 

Fixed-Points
(testable)

Large Language 
Model (LLM)

Varies 
(unpredictable)

Varies 
(unpredictable)

ASSURANCE ON
INTERNAL 

CONTROLS
How it gets done

ASSURANCE ON 
QUANTITATIVE 
STATEMENTS

What it is
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AI/ML Examples (cont.)
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ASSURANCE OF THE VALIDITY OF RESULTS 
FROM AN ALGORITHM GOING FORWARD

• Key Concerns: Reliability, Consistency, Subjectivity, 
Measurability

Factors to consider regarding reliability:

Illustrative Examples Input Output

Random Number 
Generator

0..9
(Predictable / 

Predetermined)

One Random 
Number [0..9]
(contained)

X-Ray Classification 
Program

Formatted X-
Ray Images 
(consistent)

Classification 
against various 

Fixed-Points
(testable)

Large Language 
Model (LLM)

Varies 
(unpredictable)

Varies 
(unpredictable)

ASSURANCE ON DESIGN, IMPLEMENTATION, AND 
OPERATING EFFECTIVENESS OF INTENAL 
CONTROLS 

• AI Governance and Management Monitoring
• ISO 42001, Responsible AI (RAI) Institute, NIST AI 

RMF

• Bias Treatment Program
• Model Validation Program
• Privacy by Design, etc.
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Intelligent Automation Spectrum

• Human supervision
• Screen level automations
• Scripts, Workflows

Robotic Desktop 
Automation

Manual Intervention

• Structured data / Structured 
inputs

• Low complexity
• Rule-based decisions with 

limited human supervision
• Process Mapping / Process 

Management

Robotic Process 
Automation
Digital Triggers / 

Self Service

• Learns from data (deep 
learning)

• Pattern recognition
• Data classification
• Ability to work with 

unstructured data
• Natural language 

progressing (NLP)

Machine 
Learning

Prescriptive Analytics 
/ Decision Engines

• Teaching vs Programming
• Self-optimization / self-

learning
• Predictive analytics
• Reasoning

Cognitive 
Automation

Deductive Analytics

Process-driven Data-driven

Knowledge AugmentationTask Automation

Though the concepts covered are universally applicable, this presentation 
primarily leverages Machine Learning (“AI/ML”) examples.
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Conceptual AI/ML Model Categories
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Additional Considerations
• How was the model training? Against what sources of data? Consider Accuracy, Bias, Privacy incl. Legal Basis, Copyright, Intellectual Property, Moral Safeguards/Filters
• Does the industry accept this model? It falls primarily to each industry to define their sufficient ‘due professional care’ (standard of care). Are there peer-reviews?
• How definitive is the model’s result? What degree of accuracy does the use case require? (ranges, multiple options, a confidence factor)
• How transparent (explainable) is the result? Does the model ‘show it’s work’?
• User engagement. Are users aware of the circumstances that could reduce the reliability of model? Is user input or output treated or filtered? User feedback loop for learning/improvement?
• How do subjects appeal the results/conclusions? How are applicable other subject rights considered? (constitutional, privacy, etc.)

Document Classification: KPMG Public

Factual Fixed-Point 
[Right or Wrong; Yes or No; etc. result]

Trust likely begins with a focus on the accuracy of the 
model against a known output, with support from 
governance controls
• Model performance. Accuracy of model tested and 

monitored against known results. 
• Sufficient scrutiny over comparative / training data for the 

accuracy calculation. Is there data bias?

Judgmental, Reasoning
[What are the properties/attributes of a reasonable result]

Trust is typically holistic and cumulative, including direct 
testing, as well as technical and governance controls
• Shifting left in the AI/Software Supply Chain; Assessing the 

controls in the AI Development Lifecycle that have been 
leveraged to reduce bias, increase security, etc.

• Attributes that describe an output that is ‘good enough’, 
within acceptable bounds that model performance can be 
tested/monitored against. (This may be similar to the 
oversight controls management might enact to detect the 
impairment of an employees’ judgement they are relying 
on.)

• Is there collaborative evidence? Can multiple algorithms be 
applied? Blind-reviews? Methods so that there isn’t a single 
factor that is unduly weighted.

Generation, Creation
[What constitutes inappropriate output, How 
factual/accurate does it need to be]

Trust likely begins with a focus on governance and user 
education, policies and procedures on specific use cases, 
as well as treatments of model data, inputs and outputs.
• Established bounds, treatment or filters, on training data, 

and model inputs and outputs. 
- Data: Intellectual Property, Privacy
- Input: Limit ‘leaking’ of Intellectual formation, 

Copyrights, Restrictions on user requests
- Output: Generative AI watermarking, Confidence 

Factors, Bias and Moral Treatments/Filters/Limitations
• Suitable application of Generative AI, use of synthetic data
• The level of reliability required based on the use case. 

Procedures for corroborating information (detection of 
hallucinations)
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Managing the Risks of AI/ML
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Internal risks and considerations

Violation of confidentiality 
and intellectual property 
rights

Employee misuse and 
inaccuracies

Evolution of generative AI

External risks and considerations

Disinformation, prejudice and 
discrimination

Impact on talent

Financial, brand and 
reputation risk

Cybersecurity

Adversarial attacks and 
data hacking

Copyright and plagiarism

Risks and ethical considerations

Malicious use

Job security

Hallucinations

Environmental impact

Data protection
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Introduction to ISO/IEC 42001 AIMS

ISO/IEC 42001 will be the international standard for a 
Management System specifically developed for AI. Alongside a 
wide selection of standards tackling key AI challenges, ISO/IEC 
42001 helps organizations govern, evaluate, and monitor their 
use of AI to achieve desired outcomes, while mitigating inherent 
risks such as biased models, untraceable data lineage, and lack 
of explainability.

Sufficient AI governance is the cornerstone of the responsible adoption of AI. 
Foundational to this achievement is a fulsome assessment of the potential 
consequences for individuals and societies that could result from the 
development and use of AI systems if the model was to take a wrong turn. 
Next is the establishment of controls to mitigate those consequences.
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Overview of ISO/IEC 42001 AIMS

8.2 AI risk 
assessment

8.4 AI system impact 
assessment

8.3 AI risk 
treatment

Implement 
AIMS

8.1 Operational 
planning and 
control

Evaluation of 
AIMS

9.2 Internal Audit External Audit

9.3 Management Review

10.1 Continual 
improvement

10.2 Nonconformity 
and corrective action

Identification of Non-conformities 
(Resulting in a Corrective Action Plans)

Clause 9 Performance Evaluation (Check) Clause 10 Improvement (Act)

9.1 
Monitoring, 
measure-

ment, 
analysis 

and 
evaluation

Establishing and Supporting the AIMS (Plan)

Clause 5 Leadership
5.1 Leadership and 

commitment
5.2 AI Policy
5.3 Roles, 

responsibilities and 
authorities

Clause 7 Support(ing)
7.1 Resources

7.2 Competence
7.3 Awareness

7.4 Communication
7.5 Documented 

information

Clause 8 Operation (Do) AI Management

Annex B
Implementation guidance for AI 

controls

Annex C
Potential AI-related 

organizational objectives and 
risk sources

Integration of AIMS with other management 
systems

Annex A
Reference AI control objectives and 
controls, the controls are optional, 

the controls selected can come from 
somewhere else

Document Classification: KPMG Public

Annex D
Use of AI management system 

across domains or sectors

Clause 6 Planning
6.1 Actions to address risks 

and opportunities
6.2 AI objectives and planning 

to achieve them
6.3 Planning of changes

ISO/IEC 23894 AI – Guidance 
on risk management

Clause 4 Context of the organization
4.1 Understanding the organization and its 

context
4.2 Understanding the needs and 
expectations of interested parties

4.3 Determining the scope of the AI 
management system

4.4 AI management system

ISO/IEC 38507 AI – Governance 
implications of the use of AI 
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Illustrative Example of the “CORE” of an AIMS

ISO/IEC 42001 Annex A (Those controls used in support of the AIMS)

Create Risk Treatment Plan(s)
Reducing Likelihood, Impact, or Both

Identify Impact
Assess Consequences for Individuals and Societies

Identify Threats (incl. Exploitable Vulnerabilities)
Assess Threats, WCGW, Likelihood

Established Context
Scope, Business and AI Objectives, Policies, Prior 
Reporting, Improvement of AIMS Considerations

Clause 6 Operation: AI Risk Management Process

Assess and Accept Residual Risk

Objectives and Risk Sources

AI Impact Assessment Establish / 
Implement 
- Internal Controls
- Mechanisms to 

Measure the 
Effectiveness of the 

Internal Controls

ISO/IEC 
42001:

Annex A 
(All 

listed)

Any 
other 

Internal 
Controls 
needed 

based on 
the Risk 
Treat-
ment 
Plans

Those 
controls 
used in 

support of 
the AIMS 

marked as 
applicable.

Those 
controls 
used for 

Risk 
Treatment 

Plans 
marked as 
applicable. 

(Which RTP 
is indicated)

Marked 
as 

applicable 
(Which 
RTP is 

indicated)

Statement of Applicability (SOA)

A Risk Assessment proactively identifies threats and 
vulnerabilities that may lead to an incident. As part of that 
risk assessment, an Impact Assessment is required. 
Such an assessment provides an assessment of the 
incident’s consequences.  

In some circumstances, the impact assessment could be 
a simple assessment of the impact of an incident to 
Earnings and/or Assets. However, ISO/IEC 42001 calls 
for a more fulsome assessment of potential 
consequences for individuals and societies that could 
result from the development or use of AI systems. This 
includes:

• the legal position or life opportunities of individuals

• the physical or psychological well-being of individuals

• universal human rights, societal impacts

• discipline-specific considerations (i.e., safety, privacy, 
etc.)

Security, Availability, 
Confidentiality, Privacy

Processing Integrity

COMPUTING 
PLATFORM

ALGORITHM 
ASSURANCE

Document Classification: KPMG Public

Others (Bias, Model 
Validation, etc).

CONT. ON 
NEXT PAGE
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Optional Inclusion of Additional Criteria (Often Industry Relevant)
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The scope of this ISO/IEC 42001 Certification is the Artificial Intelligence 
Management System (AIMS) in place at ABC Software Inc. (ABC) which 
governs the practices related to Artificial Intelligence Risk Management
along with the additional criteria set forth by the Federal Reserve and the 
Office of the Comptroller of the Currency (OCC) Supervision and Regulation 
11-7 (SR 11-7) pertaining to Model Validation, that have been adopted for the 
application of AI within the DEF Platform aimed at aiding in the identification 
of XYZ activities, in accordance with the Statement of Applicability (SoA), 
dated XXXX XX, 2024.

Bias Treatment Program
Bias is a complex multifaceted topic, which can include:
• Data bias – the perpetuation or amplification or 

unbalanced data and/or reflected societal biases. 
• Algorithmic bias – favoring specific types of data or 

outcomes, leading to skewed results.
• Feedback loop management – the negative effects of the 

reinforcement / amplification of existing biases based on 
aggregated user behavior.

There are many standards to leverage depending on the 
focus, including ISO 24027 and ISO 24368.

Personal Information Management
For certain AI systems, privacy is of utmost importance. 
Considerations include bias (esp. whether systems 
discriminate against individuals), use of available 
information inappropriately, or failure to meet relevant 
obligations.
• KPMG Privacy by Design for AI Framework
• Applicable statutory, regulatory, and contractual 

obligations.
• Privacy for Personal Safety Considerations (child 

protection, blackmail, tracking, etc).

Model Validation
Model validation is the set of processes and activities 
intended to verify that models are performing as expected, 
in line with their design objectives and business uses. 
Examples include:
• AML Transaction Monitoring Programs (see example 

above)
• GxP Verification Frameworks for Pharmaceutical and 

Medical Device Manufacturing

Notable Examples of Additional Criteria

Example ISO Scope Statement
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Understanding Bias in AI/ML
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4 Stages of 
Bias

HOW ORGANISATIONS CHOOSE TO GOVERN THEIR 
USE OF AI

Business bias is often impacted by the stakeholders 
involved and how they decide to regulate their use cases. 
This is reflective of the company mission, values and tone 
at the top. Deploying discriminative AI practices for the 
sake of profit is one such example.  

INHERENT BIAS IN THE REAL WORD

Reflection on people, social norms and prevalent ideas 
that impact perception, judgement and decision-making 
in the real world. Generalizations based on gender, 
race, religion etc are some examples.    

HOW THE ALGORITHM FITS THE DATA

Algorithm bias is a derivative of how well the algorithm is 
fitting the data used to train it. Model development involves 
training and tuning to get the most desired outcome from an 
algorithm. Overfitting increases False Negatives and 
Underfitting increases False Positives. 

DATASETS, SIGNALS AND FEATURE-STORE 
LIMITATIONS 

Algorithms reflect the limitations and bias prevalent in the 
inputs used in model design, architecture and training. Data 
preparation involves, managing completeness and quality of 
the real world data used to train AI models. Adjust the degree 
of inherent bias within input datasets to effectively alter an 
algorithm’s performance.

Real World Bias

Algorithmic Bias

Data BiasBusiness Bias

Source: Gartner Blog: 4 Stages of Ethical AI: Algorithmic Bias is Not the Problem but Part of the Solution, Anthony J. Bradley, January 15, 2020
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Understanding Bias in AI/ML (cont.)

Document Classification: KPMG Public

Source: ISO/IEC TR 24027:2021

Positive effect: 
AI developers can introduce bias to ensure a fair result. 
For example, an AI system used for hiring a specific type 
of worker can introduce a bias towards one gender over 
another in the decision phase to compensate for societal 
bias inherited from the data, which reflects their historical 
underrepresentation in this profession.

Neutral effect:
The AI system for processing images for a self-driving car 
system can systematically misclassify “mailboxes” as “fire 
hydrants”. However, this statistical bias will have neutral 
impact, as long as the system has an equally strong 
preference for avoiding each type of obstacle.

Negative effect:
Examples of negative impacts include AI hiring systems 
favouring candidates of one gender over another and 
voice-based digital assistants failing to recognize people 
with speech impairments. Each of these instances can 
have unintended consequences of limiting the 
opportunities of those affected. While such examples can 
be categorized as unethical, bias is a wider concept that 
applies even in scenarios with no adverse effect on 
stakeholders, for example, in the classification of galaxies 
by astrophysicists.

Classification (a type of supervised learning) and clustering (a type of unsupervised learning) algorithms cannot function without bias. If all subgroups 
are to be treated equally, then these kinds of algorithms would have to label all outputs the same (resulting in only one class or cluster). Investigation, 
however, is always necessary to assess whether the impact of this bias is positive, neutral or negative according to the system goals and objectives.

One challenge with determining the relevance of bias is that what constitutes negative effect can depend on the specific use case or application 
domain. For example, age-based profiling can be considered unacceptable in job application decisions. However, age can play a critical role in 
evaluation of medical procedures and treatment. 
Fairness is a concept that is distinct from, but related to bias. Fairness can be characterized by the effects of an AI system on individuals, groups of 
people, organizations and societies that the system influences. However, it is not possible to guarantee universal fairness. What is considered fair can 
be inconsistent across these contexts. Achieving fairness in AI systems often means making trade-offs. It is therefore important to be explicit 
and transparent about those priorities and any underlying assumptions, in order to correctly select the relevant metrics.
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Ongoing Unwanted Bias Treatment Program

Document Classification: KPMG Public

Source: Created by KPMG from various sources including ISO/IEC TR 24027:2021

• Documentation of performance characteristics
• User Training and Support
• Transparency Tool Reporting
• False negative and false positive errors
• Continuous monitoring and validation
• User-entity monitoring programs
• Retraining / Re-Engineering

• Identification of stakeholders
• Internal and external requirements (including, level of 

explainability, level of autonomy)
• AI Impact Assessment
• Selection of data sources / consideration of biases
• Completeness, Accuracy, Collection Procedures, 

Timeliness, Updates, Drift, Consistency
• Impact of external change and emerging trends
• Use case oversight and feedback
• Changes in societal norms
• Acceptance Criteria

AI/ML Lifecycle

Verification and 
Validation
(Testing)

Provide Access / 
Monitor

Opportunities for 
Change and 

Improvement

Model Finalization 
(Deploy)

Inference

• Representation of training data in features
• Missing feature values
• Labelling and annotations / evaluation of labelers and the 

labeled data
• Preparing / curating balanced datasets
• Removal of features responsible for unwanted bias, 

consideration of proxy variables
• Data-weighting (positive bias), Fair result treatments
• Static analysis of training data and data preparation
• Bias mitigation algorithms (data-base, model-based, post-

hoc)

Independent QA Testing of everything covered so far, 
in addition to:
• Assessment of expect vs actual input and output
• Designed tests and test cases 
• Established measurements (including confusion 

matrix) with precision considerations
• Static analysis of training data, data preparation, 

labels, etc.
• Internal and external validity testing
• Bias mitigation algorithm testing
• User Acceptance Testing, Ethical Exploitation 

Testing

Conceptualization / 
Design

Data
Preparation

Model Development

Unwanted bias mitigation is not a “set-and-forget” process. An extensive Unwanted Bias Treatment Program fully integrated into the 
development lifecycle is required.
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KPMG PbD Framework Extension for AI

Document Classification: KPMG Public

PbD4AI #1: Accountable, with 
approach guardrails

PbD4AI #2: AI Privacy as the 
default

PbD4AI #3 Privacy-enhanced 
and privacy preserving AI 
system design

PbD4AI #4 Fairness and 
algorithmic justice (fair &  
equitable AI)

PbD4AI #5 Secure, resilient, 
and privacy protective AI

PbD4AI #6 Proactive 
disclosure and algorithmic  
transparency

PbD4AI #7 Human-centric 
design

AI_1.1 AI Privacy Governance - 
Responsibility and 
Accountability for Privacy in AI 
Projects 

AI_1.2 AI Privacy Risk 
Management

AI_1.3 Oversight

AI_1.4 Consistency with Laws, 
Regulations, Codes and 
Frameworks

AI_1.5 AI Privacy Training, 
Awareness and Competence

AI_1.6 Change Management

AI_1.7 Third Party Risk 
Management for AI Privacy

AI_1.8 Cross-Border Protection 
of Personal  Data, Models and 
Components

AI_2.1 Defaults Favour User 
Autonomy and Self-
Determination

  

AI_3.1 Privacy Embedded into 
Model Design and Development

AI_3.2 Tech Enablement for 
Privacy-Preserving AI 
Development and Deployment

AI_3.3 Privacy Embedded into 
AI Data Pipelines: Selection and 
Collection

AI_3.4 Privacy Embedded into 
AI Data Pipeline: Data 
Preparation

AI_3.5 Privacy Embedded into 
AI Data Pipeline: Use in AI 
Development

AI_3.6 Privacy Embedded into 
AI Data Pipeline: Data Use in 
Production and Monitoring

AI_3.7 Privacy Embedded into 
AI Data Pipeline AI System Data 
Retention and Destruction

AI_3.8 IT Change Management 
for Models and Datasets

AI_4.1 Fair & Equitable AI

AI_4.2 Harmful Bias Mitigation

AI_4.3 Robustness and 
Reliability

AI_4.4 Explainability and 
Interpretability

AI_5.1 Model and Data Security 
and Integrity Program

AI_5.2 Model Lifecycle 
Management

AI_5.3 Logical Access to 
Personal Data and AI System 
Components

AI_5.4 System Logging and 
Monitoring

AI_5.5 Hosting and External 
Connections

AI_5.6 Network Security and 
Model Autonomy

AI_5.7 Security Assurance 
Testing - Adversial Testing and 
Robustness

AI_5.8 Business Continuity and 
Disaster Recovery

AI_5.9 Incident and Breach 
Management

AI_6.1 Proactive AI Disclosures 
and Algorithmic Transparency

AI_6.2 Timing and Mode of AI 
Disclosures

AI_7.1 Lawful, Appropriate and 
Fair Use of AI Systems and AI-
Supported Business Processes

AI_7.2 Individual Rights Across 
the AI Lifecycle

AI_7.3 Data Protection 
Accuracy and Data Quality 
Across the AI Lifecycle

Introduction of PbD4AI Extension

PbD #1: Proactive not reactive: 
preventative not remedial

PbD #2: Privacy as the default 
setting: no additional action 
required

PbD #3: Privacy embedded into 
design: not just an add-on 

PbD #4: Full functionality: 
positive-sum, not zero-sum

PbD #5: End-to-end security: full 
lifecycle protection

PbD #6: Visibility and 
transparency: keep it open

PbD #7: Respect for user privacy: 
keep it user-centric

PbD Assessment Framework extended for Artificial Intelligence

PbD Assessment Framework enhances the 7 Foundational Privacy by Design Principles with Criteria and Suggestive Controls

The PbD4AI extension expands Privacy by Design with considerations relevant for the AI system and data lifecycles. This extension, which is applied in addition to the 'core' PbD framework, varies its applicability based on factors such as the 
risk tier of the AI system, deployment model, amount of personal data involved, privacy impact, and jurisdictional rules.
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Model Risk Management

Document Classification: KPMG Public

As more quantitative modeling and business analytics spread across the industry and as modeling processes come to play a larger role in business 
decisions, a comprehensive adaptation of traditional model risk management (MRM) approaches is essential. To meet new challenges posed by AI/ML 
models and shifts in regulatory landscapes, MRM approaches can be enhanced and integrated into existing frameworks and processes.

01
Strategy of AI/ML 
Models and Model 
tiering 
• The definition of what 

new quantitative 
models comprise of 
compared to traditional 
models needs to be 
made transparent 
across the entire 
organisation.

• Traditional procedures 
and decision tools 
used to assign models 
to risk tiers must be 
changed to 
encompass inherent 
risks that the use of 
AI/ML models might 
pose.

02
Establishing 
appropriate risk 
appetites 
Traditional risk appetites 
will not suffice for work 
with AI/ML models.
• Lack of regulatory 

guidance within this 
area so industry 
standard comparisons 
and benchmarks are 
required.

• Evolutionary process 
that organizations will 
need to continuously 
adapt.

03
Accountability
• Depending on your 

organization, there will 
be various risk 
management functions 
involved.

• MRM, Compliance, 
Data Management and 
Controls, Operational 
Risk Management 
(ORM) teams.

• It is imperative that 
there is a cross 
functional governance 
framework established 
with clear definitions of 
roles and 
accountabilities.

04
Talent & Skill 
Management
• Organizations would 

need to upskill in-
house or hire experts.

• Subject Matter Experts 
(SME) can help 
compare processes 
with industry peers 
around risk 
management, controls 
and governance 
framework 
enhancements as well 
as leading edge model 
development and 
validation techniques 
for AI/ML.

05
Compensatory 
Control 
Frameworks
Existing risk and control 
frameworks need to be 
updated for AI/ML 
models:
• Designing additional 

compensatory controls 
• Enhancing existing 

data management 
frameworks

• Building control 
frameworks around 
compliance and 
operational risks

06
Testing Procedures
Key elements throughout 
a model’s lifecycle 
requires rigorous testing 
including during design, 
implementation, operation 
and validation. This aims 
to address risk in several 
areas:
• Input data
• Feature engineering
• Hyper Parameter 

Selection
• Interpretability
• Bias elimination
• Dynamic calibration of 

models
• Implementation
• Ongoing monitoring
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OSFI MRM Specific Requirements

Document Classification: KPMG Public

Companies need to comply with the following policies listed below to ensure greater transparency and stronger trust in the technology:

Clear Documentation
All models, including assumptions, methodologies, data, and 
decisions, must be thoroughly documented. This ensures 
transparency and reproducibility.

Internal Validation
Regular internal validation of models must be performed by a 
team that is independent of the model development team. This 
helps in avoiding bias and conflicts of interest.

External Audit
Engage external experts to review and audit the models to 
ensure that industry standards and best practices are met.

Risk Assessment 
Assessing the risks associated with model failure or 
inaccuracies, including their potential impact on the business and 
its customers.
Compliance with Regulations
Ensuring that all models comply with the relevant regulations and 
standards. This includes adherence to specific guidelines, which may 
cover areas such as data privacy, fairness, and model governance.

Ongoing Monitoring Continuous
Monitoring and periodic re-validation of models are necessary to 
ensure that they remain accurate and relevant, especially as the 
market conditions change.

Model Inventory
Maintain a comprehensive inventory of all models, including their 
purpose, components, inputs, outputs, and validation status.
Training and Competence
Ensure that the staff involved in model development, validation, 
and auditing are properly trained and competent.

Transparency with Stakeholders
Regular reporting to stakeholders, including regulatory bodies like 
OSFI, about the model’s status, validation findings, and any 
remediation measures taken.

Data Quality Control
Ensuring the quality and integrity of the data used in model 
development, training, and validation.

Ethical Considerations
Models must adhere to ethical standards, avoiding biases, and 
ensuring fairness.

Disaster Recovery and Business Continuity Plans
Having robust plans in place to ensure that essential services can 
continue if there is a failure or other significant event.

Alignment with Business Objectives
Ensuring that the models align with the strategic goals and risk 
appetite of the company.
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Building an AI Defensible Position

The posture that companies have obtained, through control over 
their use of AI, to reasonably reduce the likelihood and/or impact 
of adverse consequences affecting internal and external 
stakeholders.

Consider:
1. What are the risks in our use of AI?
2. What are the adverse consequences of our use of AI?
3. How do we compare against established good practices, other 

organizations, and societal expectations?
4. What is our desired defensible position (future maturity state)?
5. What is our plan to address any gaps and work towards achieving our 

defensible position?

Being able to answer these questions can help drive the establishment and 
operation of an ongoing, sustainable and trustworthy AI management program.

Principles for Pursuing a 
Defensible Position
When establishing a position, consider 
these guiding principles:

• Complete mitigation is not possible 

• Continuous improvement

• Risk driven

• Pragmatic

• Holistic 

Stakeholder 
Involvement

Business

Compliance

Data

Engineering

IT

Product

Document Classification: KPMG Public
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KPMG’s Trusted AI Framework
We understand trustworthy and ethical AI is a complex business, regulatory, and technical challenge, and we are committed to helping clients put it into 
practice. We help develop, and deploy an end-to-end Trusted AI program across the AI/ML lifecycle.

Fairness
Ensure models reduce or eliminate bias 
against individuals, communities or groups

Explainability
Ensure AI solutions are understandable as to 
how and why recommendations are made or 
conclusions drawn 

Accountability
Human oversight and responsibility embedded 
across the AI lifecycle to manage risk and ensure 
compliance with regulations and applicable laws

Security
Safeguard against unauthorized access, bad 
actors, misinformation, corruption, or attacks

Privacy
Ensure compliance with data privacy 
regulations and consumer data usage

Sustainability
Optimize AI solutions to limit negative 
environmental impact where possible

Data integrity
Ensure data quality, governance, and 
enrichment steps embed trust

Reliability
Ensure AI systems perform at the desired 
level of precision and consistency

Safety
Safeguard AI solutions against harm 
to humans and/or property

Transparency
Include responsible disclosure to provide 
stakeholders a clear understanding as to what is 
happening within the AI solution and across the 
AI lifecycle
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The Case for AI Assurance
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2. We need to 
enhance the 
trust of our 
customers
• Can our consumers 

trust our models?
• Are we at risk of ‘making 

the wrong decision’ 
(based on model 
predictions)?

• Is the application of our 
models aligned with our 
ethics, values, and 
brand? 

1. We need to 
protect 
ourselves from 
financial and 
reputational 
risks
• How can we ensure our 

models are managed 
effectively to mitigation 
any financial penalties 
from non-compliance 
with regulations?

• How do we proactively 
manage our AI models 
to ensure they don’t 
violate social norms and 
values?

 

3. We need to 
drive 
accountability 
and 
transparency
• Who is responsible for 

the decision made?
• What are the 

consequences for a bad 
decision?

• How does our 
operational model, 
training, and change 
management practices 
need to evolve in support 
of our responsible 
adoption of AI?

4. We need to 
secure our 
models from 
adversarial 
attacks
• How secure are our 

models against cyber 
attacks, bad actors, and 
insider threats?

• Are the security controls 
works? What are some 
opportunities for 
improvement?

• Are the models adhering 
to applicable privacy 
laws, civil rights, etc?

5. We need to 
ensure 
compliance with 
global 
regulations
• How can we effectively 

ensure our models are 
compliance with the 
rapidly growing list of 
global applicable 
regulations?

• How can we automate 
the review, insights, and 
management of 
compliance policies, 
procedures, and 
systems?

• How do we demonstrate 
our adherence to 
applicable stakeholders 
(customers, investors, 
regulators)?

6. We need to 
harness the 
value of our AI 
responsibility, at 
scale
• How do we effectively 

management the 
growing number of 
models in our 
environment?

• What tools can be used 
to scale through the 
adoption of automation, 
in a responsible 
manner?

How can we use AI effectively, at scale, and responsibly so that we might achieve our business objectives?



Computers automate work, AI automates reasoning.
Who is accountable for the decisions these tools make in your 
company’s name?

David Seymour, Vice President and General Manager, Microsoft Vancouver
Take the Next Step: A Practical Approach to AI for Businesses 
Greater Vancouver Board of Trade, Panel Discussion, September 21, 2023
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KPMG Service Offerings for Trusting in AI
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Assess, establish and implement governance 
frameworks, operating models, policies and 
procedures to support Trusted AI.
• Trusted AI governance framework; Trusted AI operating 

model and RACI matrix; Development of policies and 
procedures

 AI Governance

• Do I have sufficient visibility and oversight of AI 
development across my organization?

• Do my policies and controls address industry standards?
• Are they compliant with global regulations?
• How can we practically implement and automate controls?

Test, examine evidence and report on management 
processes, controls, and claims regarding 
responsible use of AI technologies.
• AI assurance scoping; AI diagnostic reviews; AI 

model control testing and attestation

AI Assurance

• Do you require certification for ISO 42001 (AIMS)?
• Do you require attestation for SOC 2 (trust services 

criteria)​, SOC for Supply Chain, ISO 31700 (privacy by 
design) or a CSAE 3000 report focused on automated 
decision systems?

Establish processes, controls and technologies to 
integrate Trusted AI into end-to-end model 
management.
• Design and implementation of Trusted AI processes and 

controls; Trusted AI technology implementation; 
Remediation for areas of concern

AI Development & Deployment

• How secure are my models & data against cyber attacks?
• Do my models ensure fairness and safety for users?
• Are my models violating privacy laws?
• Do I have tools in place that monitor and remediate areas 

of concern?

AI Risk Assessment

AI Risk Transformation AI Risk Monitoring

Assess where you are in your Trusted AI journey. Create a strategy and roadmap 
to maximize AI’s potential.
• AI Readiness / Maturity Assessments; AI Strategy Review; Trusted AI Strategy

AI Regulation & Compliance
Ensure that your AI Solutions are compliant with evolving regulation
• EU AI Act Readiness; Others regulations
• AI Compliance Design and implementation services

Business leaders need to harness the power of AI to accelerate value in a trusted manner across 
the enterprise – from strategy and design through to implementation and ongoing operations.



Thank you
If you have any other  
questions or would like to get a 

copy of this presentation , please 
reach out to

Eric Rae, Partner, KPMG
erae@kpmg.ca



Annex: 
Slides for Common 
Questions
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Spectrum of Effort Required to Obtain Sufficient Trust
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Low Risk
• Generative Art, Poetry

• Spam Filters

• Video Games (AI players)

• Writing and Research Co-
Pilots

• Source Code Development 
Assistance

• Simulation Development for 
Training

Medium Risk
• Workforce optimization 

(including shift scheduling)

• Medical and Legal Co-Pilots 
(especially if Co-Pilot 
performance leads to 
overconfidence in the tool)

• Cybersecurity & Fraud 
Pattern Detection (Adaptive 
Threat Detection)

High Risk
• Journalism (including Deep 

Fakes used as evidence)

• Educational Training 
(including Scoring of Exams)

• Resume Processing

Extreme Risk
• Pharmacology Discovery 

and Development

• AI-Assisted Surgeries 
(consider safety)

• Route Planning (Aerial 
Surveillance, Air Traffic 
Control, including the 
Travelling Salesman 
Problem)

• Investigative Tools for Law 
Enforcement (including 
reliability of evidence)

The challenge with AI is that it can introduce errors in unpredictable ways. Further, the AI will likely report those errors with high 
confidence. What would be the impact if these unintended consequences were to go undetected and unmitigated?  
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Human-Machine Teaming
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One critical consideration of the sufficiency of trust required is the degree of autonomy of the AI application. Human-machine 
teaching is a challenge for AI policymakers, designers, and ethicists because it speaks not only to operational effectiveness but 
also to allocating responsibility and accountability.

Humans in functional control 
of the application
• Humans deciding when and how the application 

is used.

In-the-loop

Humans observing but not 
controlling the application
• Humans retain the ability to ‘step in’ and control 

the application as they see fit.

On-the-loop

Humans are not involved in the 
control of the application
• An autonomous or semiautonomous application 

operating automatically.

Out-of-the-loop
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Levels of Artificial General Intelligence (AGI)
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Autonomy Level Example Systems Unlocking AGI Level(s) Example Risks Introduced

Autonomy Level 0:
No AI
human does everything

• Analogue approaches (e.g., sketching with pencil on 
paper)

• Non-AI digital workflows (e.g., typing in a text editor; 
drawing in a paint program)

• No AI • N/A (status quo risks)

Autonomy Level 1:
AI as a Tool
human fully controls task and uses AI 
to automate mundane sub-tasks

• Information-seeking with the aid of a search engine
• Revising writing with the aid of a grammar-checking 

program
• Reading a sign with a machine translation app

• Emerging Narrow AI (equal to or 
somewhat better than an unskilled 
human)

• Competent Narrow AI (at least 50th 
percentile of skilled adults)

• De-skilling (e.g., over-reliance)
• Disruption of established industries

Autonomy Level 2:
AI as a Consultant
AI takes on a substantive role, but 
only when invoked by a human

• Relying on a language model to summarize a set of 
documents

• Accelerating computer programming with a code-
generating model

• Consuming most entertainment via a sophisticated 
recommender system

• Competent Narrow AI
• Expert Narrow AI; Emerging AGI (at 

least 90th percentile of skilled 
adults)

• Over-trust
• Radicalization
• Targeted manipulation

Autonomy Level 3:
AI as a Collaborator
co-equal human-AI collaboration; 
interactive coordination of goals & 
tasks

• Training as a chess player through interactions with and 
analysis of a chess-playing AI

• Entertainment via social interactions with AI-generated 
• Personalities

• Emerging AGI
• Expert Narrow AI
• Competent AGI

• Anthropomorphization (e.g., parasocial 
relationships)

• Rapid societal change

Autonomy Level 4:
AI as an Expert
AI drives interaction; human provides 
guidance & feedback or performs 
subtasks

• Using an AI system to advance scientific discovery (e.g., 
protein-folding)

• Virtuoso Narrow AI (at least 99th 
percentile of skilled adults)

• Expert AGI

• Societal-scale ennui (listlessness and 
dissatisfaction arising from a lack of 
occupation or excitement)

• Mass labor displacement
• Decline of human exceptionalism

Autonomy Level 5:
AI as an Agent
fully autonomous AI

• Autonomous AI-powered personal assistants (not yet 
unlocked)

• Virtuoso AGI;
• Artificial Superintelligence (ASI) 

(outperforms 100% of humans)

• Misalignment
• Concentration of power

Source: (KPMG Modified from) Levels of AGI: Operationalizing Progress on the Path to AGI, Google DeepMind, 2023
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Source: Paraphrased from Letter from François-Philippe Champagne, the Minister of Innovation, Science and Industry RE: AIDA Oct 03, 2023. 
[ https://www.ourcommons.ca/content/Committee/441/INDU/WebDoc/WD12600809/12600809/MinisterOfInnovationScienceAndIndustry-2023-10-03-e.pdf ]

Proposed Definition for High Impact Systems from AIDA

1. The use of an 
artificial intelligence 
system in matters 
relating to 
determinations in 
respect of 
employment, 
including recruitment, 
referral, hiring, 
remuneration, 
promotion, training, 
apprenticeship, 
transfer or 
termination.

2. The use of an 
artificial intelligence 
system in matters 
relating to (a) the 
determination of 
whether to provide 
services to an 
individual; (b) the 
determination of the 
type or cost of 
services to be 
provided to an 
individual; or (c) the 
prioritization of the 
services to be 
provided to 
individuals. 

3. The use of an 
artificial intelligence 
system to process 
biometric information 
in matters relating to 
(a) the identification 
of an individual, other 
than if the biometric 
information is 
processed with the 
individual’s consent to 
authenticate their 
identity; or (b) an 
individual’s behaviour 
or state of mind.

4. The use of an 
artificial intelligence 
system in matters 
relating to (a) the 
moderation of content 
that is found on an 
online 
communications 
platform, including a 
search engine and a 
social media service; 
or (b) the prioritization 
of the presentation of 
such content.

5. The use of an 
artificial intelligence 
system in matters 
relating to health care 
or to emergency 
services, excluding a 
use referred to in any 
of paragraphs (a) to 
(e) of the definition of 
“device” in section 2 
of the Food and 
Drugs Act that is in 
relation to humans.

6. The use of an 
artificial intelligence 
system by a court or 
administrative body in 
making a 
determination in 
respect of an 
individual who is a 
party to proceedings 
before the court or 
administrative body.

7. The use of an 
artificial intelligence 
system to assist a 
peace officer, as 
defined in section 2 of 
the Criminal Code, in 
the exercise and 
performance of their 
law enforcement 
powers, duties and 
functions.

Many of the proposed AI legislations are singling out High-Impact (High-Risk) AI Systems. Canada's Bill C-27, the Digital Charter 
Implementation Act, 2022, Artificial Intelligence and Data Act (AIDA) is no different. Following an appearance before the standing 
committee, The Honourable François-Philippe Champagne (Minister of Innovation, Science and Industry) proposed this definition of "High 
Impact Systems" be enshrined in the forthcoming legislation.
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Privacy Assurance Options

ISO 27701
ISO/IEC 27701:2019 is an 
extension of both ISO/IEC 
27001 and 27002. It 
specifies the requirements 
for the implementation of a 
Privacy Information 
Management System 
(PIMS). 
ISO/IEC 27701 provides 
the framework for 
organizations looking to put 
in place a system to 
demonstrate adherence to 
requirements (inputs), such 
as applicable privacy 
legislation and other data 
privacy requirements. 
Outlined are PIMS-related 
requirements and guidance 
for both PII controllers and 
PII processors responsible 
and accountable for PII 
processing. 

ISO 27018
ISO/IEC 27018 is an 
extension of ISO/IEC 27002 
that expands the scope with 
new requirements focused 
on the protection of 
personally identifiable 
information (PII) in cloud 
service providers acting as 
PII processors.
ISO/IEC 27018 is not 
applicable for PII controllers 
(A PII controller is an 
organization that defines the 
purpose and method of the 
processing of PII. PII 
controllers are typically the 
customers of cloud service 
PII processors).
 

SOC 2 with the 
Privacy Category
The privacy category of the 
TSC is available for 
consideration when personal 
information is collected, 
used, retained, disclosed, 
and disposed of. It includes 
criteria, such as:
i. Notice and communication 
of objectives. 
ii. Choice and consent. 
iii. Collection. 
iv. Use, retention, and 
disposal. 
v. Access. 
vi. Disclosure and 
notification. 
vii. Quality. 
viii. Monitoring and 
enforcement. 

SOC 2 Enhanced 
Report 
In this report, management 
would include privacy 
controls in the privacy 
category that are beyond 
what is minimally required. 
These controls would be 
derived by management from 
additional applicable 
frameworks and/or 
requirements, and they would 
be tested as part of a 
standard SOC 2 assurance 
engagement.
Then, to illustrate alignment 
of those tested controls to the 
other frameworks and/or 
requirements, management 
would include a mapping in 
the 'unaudited section' of the 
report. 

SOC 2 + 
HITRUST
In a SOC 2+ report, 
management would be 
expected to modify its 
assertion to address the 
evaluation of controls 
against the requirements of 
a framework (beyond that of 
the TSC). The auditor would 
then expand their opinion to 
consider the same.
The most common example 
is a SOC 2 + HITRUST 
report. HITRUST integrates 
a number of standards 
including HIPAA, PCI, and 
NIST and is a popular 
method, especially in the 
U.S., for demonstrating 
privacy controls in the 
healthcare space. 

SOC 2 Assurance ReportISO 27001 Certification

While every situation is unique, strong privacy practices are typically demonstrated through one of these options:

ISO 31700-1 
Privacy by 
Design 
Privacy by Design refers to 
several methodologies for 
product, process, system, 
software, and service 
development. 
KPMG has an alliance with 
MSECB, a global 
certification body. 
Leveraging KPMG’s 
assessment reporting, 
MSECB provides a non-
accredited attestation of 
conformance with ISO 
31700-1 ("the PbD 
certificate" or "the PbD 
certification").
 

Non-accredited 
Certification
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SOC 2, SOC 1, and ISO/IEC 27001

ISO/IEC 27001SOC 2 SOC 1

Service Organizations wanting an assurance report not 
directly relevant to a customer’s ICOFR.
For service organizations wanting to demonstrate their due diligence 
and information security efforts with respect to their solution, a SOC 
2 report will communicate how their internal controls are designed 
and operating as they pertain to Security, Availability, Confidentiality, 
Processing Integrity, and/or Privacy. A SOC 2 report is a significant 
undertaking and is often required to do business with well-
established corporate customers. A SOC 2 report has a restricted 
distribution to actual user entities (i.e., the customers) of the system.

For those service organizations looking for a shorter simpler general 
use report, a SOC 3 report can provide interested parties with a 
report on whether the organization maintained effective controls over 
its solution in relation to Security, Availability, Confidentiality, 
Processing Integrity, and/or Privacy. Because a SOC 3 report does 
not include the specific details that would be included in a SOC 2 
report, it can be shared, without security issues, more broadly and 
may be more useful for individuals. However, a SOC 3 report may 
not provide sufficient detail to meet the needs of corporate entities 
seeking information and assurance on outsourced systems and 
controls. 

Service Organizations wanting an assurance report 
relevant to a customer’s ICOFR.
A SOC 1 report (previously in the US known as a SAS 70 report) is a 
report on controls at a service organization that are relevant to the 
user entities’ internal control over financial reporting (ICOFR). 

If an organization (user entity) is using a service organization whose 
controls would form part of the organization’s (user entities’) internal 
control environment (specific to financial reporting) these reports can 
assist the organization’s (user entities’) management and their 
financial auditors in gaining an understanding of the controls in place. 
In an ideal circumstance, it would enable management and their 
financial auditors to place reliance on those controls without having 
to specifically test them.

Examples of service organizations that may need a SOC 1 report 
would be crypto-asset exchanges and custodians, payroll 
processing, and claims processors.

Organizations wanting to provide assurance on their 
Information Security Risk Management Practices
An ISO/IEC 27001 certification is an assessment of the 
organization's Information Security Risk Management System 
(processes) in place to assist in the organization’s effective 
management of the risks which threaten the achievement of the 
organization’s security objectives.

Comfort is gained through ISO/IEC certification that the ISMS as a 
whole conforms to the standard requirements, that the ISMS is 
effective in meeting it’s intended results, and that the organization 
can reach it’s information security objectives (based on it’s own 
criteria). 

ISO/IEC 27001 (ISMS) certification is commonly requested by those 
looking to gain assurance over Information Security Risk 
Management practices. Further, since its release in 2019, ISO/IEC 
27701 (PIMS) certification has gained significant traction amongst 
those looking for a single internationally recognized certification 
which can provide assurance over privacy practices and privacy 
legislation adherence.

Institutional Customers

Regulators

Institutional Customers that are relying on your organization for ICOFR

IT Assurance Engagements

Common User Entities (in addition to management)

Historical Industry-Specific Considerations

SOC 1 and 2 assurance reports are lengthy documents that details a description of the service organization's system, the internal controls in place, and how the 
independent auditor tested their operating effectiveness. These reports are commonly used in the business community, especially in North America. It is intended as 
communication from you (the service organization) to your customers and your customers' auditors. With such diverse service offerings in the market today, you can 
see how valuable the detail would be, especially if your customer's auditors are attempting to incorporate you into their audit.

ISO certification has traditionally been focused on conformity to standards that 
everyone in the relevant industry is typically already familiar with. In the case of 
ISO/IEC 27001, namely Information Security Risk Management practices. 
Accordingly, this certification is more recognized in the technology community.
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SOC for Supply Chain, SOC 2

For service organizations (including cloud service providers) who wish to 
demonstrate their information security efforts concerning their solution, a SOC 
2 report will communicate how their internal controls are designed and 
operating as they pertain to Security, Availability, Confidentiality, Processing 
Integrity, and/or Privacy. 

A SOC 2 report is detailed and is a significant undertaking and is often 
required to do business with well-established corporate customers.

For those service organizations looking for a shorter, more straightforward, 
general use report, a SOC 3 report can provide interested parties with a report 
on whether the organization maintained effective controls over its solution in 
relation to Security, Availability, Confidentiality, Processing Integrity, and/or 
Privacy. Because a SOC 3 report does not include the specific details that 
would be included in a SOC 2 report, it can be shared, without security issues, 
more broadly. However, a SOC 3 report may not provide sufficient detail to 
meet the needs of corporate entities seeking information and assurance on 
outsourced systems and controls.

SOC for Supply Chain

For the purposes of this document, the SOC for Supply Chain report is 
appropriate for those organizations that are developing and building a 
product, who wish to demonstrate their information security efforts in both the 
product building activities and the final result.

Many in the Information Technology industry will be familiar with a SOC 2 or 
SOC 3 report. These reports (see right) are only appropriate for use with 
organizations that provide a service. In essence, the end-customer is required 
to deliver their data to the service organization for processing. Accordingly, 
SOC 2 / SOC 3 are commonly associated with cloud service providers.

A SOC for Supply Chain report follows the oppositive narrative. The end-
customer is expecting to receive a product (and they will retain their data and 
process it inhouse with the product, if applicable). In the context of the Internet 
of Things (IoT), Intelligent Hardware, and On-Premise solutions, examples of 
products delivered to end-customers, and thus fit for a SOC for Supply Chain 
report, include:
— Software Products (Non-Cloud)

• Source Code
• Binary Executables, Firmware Updates
• End-Point Software, Docker Containers, Virtual Machines

— Products with Software
• IoT Devices, including Sensors, Controllers and Smart Products, 

Machines, and Equipment
• Fit for Purpose Digital Products, including Training Simulators, 

Lottery Draw Machines, and Medical Devices

SOC 2 / SOC 3



45© 2024 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private 
English company limited by guarantee. All rights reserved. The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organization.

SOC 2 Processing Integrity

Fairness (Fair Model) TreatmentsImplemented Model

Objectives 
[definitions of data processed, objectives, establish 
specifications]

Input 
[controls over completeness and accuracy, 
relevant, reliable, sufficient to meet objectives]

Processing 
[processing sufficient to meet objectives]

Output 
[controls over completeness and accuracy, timely, 
sufficient to meet objectives]

Storage / Reperformance 
[inputs, items in process, models, outputs, 
reperformance complete and accurately within 
specification]

PI1.1

PI1.2

PI1.3

PI1.4

PI1.5

Pre-Processing
• Disparate impact remover (Feldman, 2015)
• Reweighting (Kamiran, 2012)
• Resampling (Kamiran, 2012)

Post-Processing
• Reject option-based classification (Kamiran, 

2012)
• Cutoff manipulation
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An Adapted Approach: Learnings From OSFI

Document Classification: KPMG Public

The Office of the Superintendent of Financial Institutions (OFSI) provides a potential blueprint for how companies might approach the auditing and 
validation of AI models, given OSFI’s well-established role in overseeing financial models within Canada’s banking and insurance sectors. The OFSI’s 
approach could be adapted and applied to the AI space in several key ways listed below:

Comprehensive Risk 

Assessment
We will conduct thorough 
analysis of the potential risks 
associated with AI models. This 
would involve evaluating how the 
model is designed, trained, and 
used, as well as quality and 
relevance of input data, to identify 
potential risks that could affect 
performance or outcomes.

Model Governance
We can work with the private sector 
to set and abide by standards for 
model governance, including 
requirements for model 
documentation, approval, and 
change control. We would use our 
Responsible AI governance 
framework for AI models, ensuring 
that all models are properly 
documented, ethically created, bias 
identified, and that changes are 
managed appropriately, and that 
there's a clear process for 
approving new models or 
significant changes to existing 
models.

Independent Validation
The government would have to 
require AI models to be 
independently validated to ensure 
that they are fit for their intended 
uses and that they perform as 
expected. We would act as a 
validation team separate from the 
model development teams of 
organizations where we would 
validate AI models’ accuracy, 
fairness and reliability.

Scenario Analysis & 

Stress Testing
We would perform scenario 
analysis and stress testing on 
AI models, requiring them to be 
tested against a range of 
possible scenarios and under 
different stress conditions to 
evaluate their robustness and 
resilience.

Regular Audits
We would perform audits on AI 
models, checking that they 
continue to perform correctly 
and that they comply with 
evolving regulatory and ethical 
standards. Theses audits could 
also check for any biases in the 
models’ outputs.
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